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What is Service Mesh?

A Service Mesh is a tool for adding observability, security and reliability features 

to application by inserting this features at the platform layer rather than 

implementing it on the application layer.



Let me make it very Simple – A Dev Job

What if I ask Development team to build below functionality?

• Traffic Management: Adding the advance traffic routing capability at the application 

layer like load balancing, implementation of the network policy to route the traffic



Let me make it very Simple – A Dev Job

What if I ask Development team to build below functionality?

• Monitoring & Securing the service-to-service communication: Adding end to end 

encryption for service-to-service implementation and adding the monitoring 

capabilities 



Let me make it very Simple – A Dev Job

What if I ask Development team to build below functionality?

• Service level observability: Adding a features that allows team to monitor 

and analyze performance and behavior of the services in real time.



Focus is routed to implement additional layer

Now the problem here is, Development team is focusing on building the 

capability on the platform side instead of focusing on implementing core 

business logic.



What is the ISTIO?

Istio is an open-source service mesh platform that helps manage traffic 

between microservices within a Kubernetes cluster. It provides features 

such as load balancing, authentication, authorization, rate limiting, and 

observability.

Istio uses a sidecar proxy (Envoy) that intercepts all incoming and 

outgoing traffic to handle service-to-service communication. It’s designed 

to be platform-independent and can be used in various environments like 

Kubernetes, Mesos, and others.



Architecture ISTIO



ISTIO Data Plane

The data plane consists of Envoy proxies deployed as sidecars, running alongside 

application instances in Kubernetes pods. The Envoy proxies manage traffic for 

services on the system, including managing and controlling network communication 

between microservices.

By deploying Envoy as a sidecar, Istio lets developers implement proxies in their 

application with no code changes

All application traffic flows through these Envoy proxies, which collect large amounts of 

data and can provide valuable insights about traffic, supporting observability.



ISTIO Control Plane

• Pilot: uses the Envoy API to communicate with the Envoy sidecar. The pilot is 

responsible for traffic management, routing, and service inspection.

• Citadel: provides secure communication between services by managing user 

authentication, certificate and credential management.

• Galley: responsible for configuration management, distribution, and processing.



Insecure Architecture



secure Architecture



Pre-Requisite

• Working EKS Cluster

• SSL Certificate to Import on Amazon Certificate Manager

• aws-cli, openssl, helm, eksctl, kubectl installed

• Ingress Controller Deployed on EKS Cluster



ISTIO Installation & Configuration

Step 1) Installation of ISTIO

# curl -L https://istio.io/downloadIstio | sh -

# cd istio-1.20.0

# export PATH=$PWD/bin:$PATH

Step 2) Configuration of the ISTIO Profile

# istioctl install \

--set profile=demo \

--set values.gateways.istio-ingressgateway.type=NodePort

Step 3) Add a namespace label to instruct Istio to automatically inject Envoy sidecar proxies when you deploy your application later 
(awscommunity is the name of the namespace)

# kubectl label namespace awscommunity istio-injection=enabled



Ingress Controller Deployment



Application Deployment

• For the Application Deployment we are using very simple application called helloworld.

• We are creating a simple deployment file and cluster IP service for the same.



Gate Way and Virtual Service Creation



dharmangroy@gmail.com

https://github.com/dharmangmakwana/Istio-eks.git

+91 990 955 8715

https://www.linkedin.com/in/dharmang-makwana-2318a655/
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